NOTICE OF PRIVACY PRACTICES
Effective Date: 4/14/2003
Revised Dates: 10/1/2008, 9/20/2013, 10/5/2017, 3/9/2020
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY.
If you have any questions about this notice, please contact NEMS’ Compliance & Privacy
Officer at (415) 391-9686.

ABOUT US
In this Notice, we use terms like “we,” “us” or “our” to refer to North East Medical Services
(“NEMS”). We are a licensed community clinic organization, a Health Center Program
grantee under 42 U.S.C. § 254b, and a deemed Public Health Service employee under
42 U.S.C. §§ 233(g)-(n).
This Notice applies to NEMS, including all of our clinic locations, clinical employees
(including physicians, nurses and other clinical staff members), administrative employees
and volunteers. Our health care delivery sites include the clinic facilities listed on our
website at https://www.nems.org. We share your protected health information to provide
you with our health care services, to seek payment for our services and to conduct our
business operations, which include, for example, quality assurance, compliance, and
utilization review.

WHAT IS PROTECTED HEALTH INFORMATION ("PHI")?
“Protected health information,” or “PHI,” is information that identifies who you are and
relates to your past, present, or future physical or mental health or condition; the provision
of health care to you; or past, present, or future payment for the provision of health care to
you. PHI does not include information about you that does not identify who you are. If you
are an employee of NEMS, PHI does not include the health information (if any) in your
personnel file.

PURPOSE OF THIS NOTICE
As a health care provider, we gather, maintain and disclose PHI about our patients. This
Notice explains our legal duties and privacy practices with respect to PHI. Your NEMS
health records contain PHI, and NEMS understands that medical information about you is
private and personal. We understand the importance of keeping this information
Effective Date: 4/14/2003
Page 1 of 7
Revised Dates: 10/1/2008, 9/20/2013, 10/5/2017, 3/9/2020
&/

North East Medical Services (NEMS)
1593092.1 15057-001

confidential and secure. As required by law, we are committed to maintaining the privacy
of your PHI by implementing reasonable and appropriate safeguards. We are also required
by law to notify affected individuals following a breach of unsecured PHI.

HOW WE PROTECT YOUR PHI
We restrict access to your PHI to those employees and others who need access in order for
NEMS to provide health care services and conduct its business operations. We have
established and maintain physical, electronic and procedural safeguards to protect your
PHI against unauthorized use or disclosure.

TYPES OF USE AND DISCLOSURE OF PHI WE MAY MAKE WITHOUT YOUR
AUTHORIZATION
TREATMENT, PAYMENT AND HEALTH CARE OPERATIONS
Federal and state law allow us to use and disclose your PHI without your authorization in
order to provide health care services to you, as well as to bill and collect payment for the
health care services provided to you. For example, results of laboratory tests ordered by
your health care provider will be recorded in your medical record and reported to the
ordering provider.
We may also disclose your PHI to health plans or other responsible parties to receive
payment for the services we provide to you.
Federal and state law also allow us to use and disclose your PHI as necessary in connection
with our health care operations. Members of our clinical staff or quality improvement team
may use the PHI in your health record to assess the quality of the health care services we
provide. We may also disclose your PHI to our business associates, who must also agree to
safeguard your PHI as required by law.
OTHER TYPES OF USE AND DISCLOSURE (YOUR AUTHORIZATION IS NOT REQUIRED)
Federal law permits health care providers who are governed by HIPAA, including NEMS, to
use and disclose PHI without authorization for the following purposes:
•

When required by law. In some circumstances, we are required by federal or state laws
to disclose certain PHI to others, such as public agencies for various reasons;

•

For public health activities, such as reports about specific disease profiles;

•

Reports about victims of abuse, neglect or domestic violence;

•

For health oversight activities, such as reports to governmental agencies that are
responsible for licensing or disciplinary action against physicians or other health care
providers;

•

For lawsuits and other proceedings. In connection with court proceedings or
proceedings before administrative agencies;
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•

For law enforcement purposes. In response to a warrant, or to report a crime;

•

Reports to coroners, medical examiners, or funeral directors to assist them in
performance of their legal duties;

•

For tissue or organ donations to organ procurement or transplant organizations to
assist them;

•

For research. We may use and disclose your PHI for research purposes. We specifically
may allow researchers to review your PHI for purposes of preparing a research
protocol or similar purposes preparatory to research, so long as a special committee
determines that the research activity poses a minimal risk to individual privacy, there is
an adequate plan to safeguard the PHI, the research could not practicably be conducted
without access to and use of the PHI, and the researchers do not remove any PHI from
our facility while they review it. If the research requires PHI relating to a deceased
individual, the researchers must provide us with assurances that the PHI is necessary
for the research and will be used only as part of the research. If these requirements are
not satisfied, we may disclose health information to the researchers that does not
identify you (see “Use and Disclosure of ‘De-Identified’ PHI,” below);

•

To avert a serious threat to the health or safety of you or other members of the public;

•

For specialized government functions and activities (e.g., military and veterans’
activities);

•

In connection with services provided under workers’ compensation laws;

•

Appointment reminders. We may use your PHI to contact you about appointments for
treatment or other health care needs; and

•

Contacting you. We may contact you through a number of different ways. We may
contact you through phone calls, including through pre-recorded voice messages or
voicemail messages; text messages; e-mail; or by postal mail. You may contact NEMS
Member Services at (415) 391-9686 ext. 8160 or (650) 550-3923 ext. 8160 or (408)
573-9686 ext. 8160 to tell us how you would like us to communicate with you, or to
opt-out of receiving certain communications from us. NEMS must be able to contact
you through at least one of the above listed methods; you cannot opt out of all
communications from us.

USES AND DISCLOSURES REQUIRING YOU TO HAVE THE OPPORTUNITY
TO AGREE OR OBJECT
Before we make certain uses and disclosures of your PHI without your written
authorization, we must provide you with an opportunity to agree or object. Such
disclosures include those made to family members or other individuals who are involved in
your care or payment for your care, or disclosures made in emergency situations for
purposes of notifying, identifying or locating a family member, personal representative, or
another person responsible for your care regarding your location, general condition, or
death.
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USE AND DISCLOSURE OF "DE-IDENTIFIED" PHI
We may disclose “de-identified” health information about you without your authorization if
we first remove all numbers, characteristics, codes and other identifiers that reasonably
could identify you.

SPECIAL RULES FOR PARENTAL ACCESS TO PHI OF THEIR MINOR
CHILDREN
You, as a parent, can generally control your minor child’s PHI. In some cases, however, we
are permitted or even required by law to deny your access to your child’s PHI, such as
when your child can legally consent to medical services without your permission.

USES AND DISCLOSURES REQUIRING YOUR AUTHORIZATION
We must obtain your written authorization prior to the following uses and disclosures of
your PHI:
•

Psychotherapy Notes. We are required to obtain your written authorization prior to
our use or disclosure of any notes made by a behavioral health professional
provider regarding the contents of conversation during a counseling session.
"Psychotherapy notes" do not include medication prescription and monitoring,
counseling session start and stop times, the modalities and frequencies of treatment
furnished, results of clinical tests, or summaries of your diagnosis, functional status,
treatment plan, symptoms, prognosis, and progress to date.
We are not required to obtain your prior authorization to use or disclose
psychotherapy notes for certain treatment, payment and health care operations
purposes. These purposes include (1) use of the psychotherapy notes for treatment
purposes by the behavioral health professional who originally created the notes, (2)
use by NEMS in connection with supervised training programs for individuals to
practice or improve their counseling skills, and (3) use or disclosure by NEMS to
defend itself in the event of a lawsuit or other legal proceeding brought by you.
We are also not required to obtain your authorization prior to using or disclosing
psychotherapy notes (1) when required by the Secretary of the U.S. Department of
Health and Human Services in an investigation of NEMS' compliance with HIPAA,
(2) if the use or disclosure is required by law, (3) requested by a health oversight
agency in connection with oversight of the behavioral health professional who
created the notes, (4) to a coroner or medical examiner for the purpose of
identifying a deceased person, determining a cause of death, or other duties as
authorized by law, or (5) to prevent or lessen a serious and imminent threat to your
health or safety or the health or safety of some other member of the public.

•

Marketing Activities. We must obtain your written authorization in order to use your
PHI to send you marketing materials. No authorization is required for marketing
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information provided to you during a face-to-face communication, or for promotional
gifts of nominal value.
•

Sale of PHI. We must obtain your written authorization prior to any sale of your PHI.
You should not infer that NEMS has any plans to sell your PHI.

All other uses and disclosures of your PHI that are not
described in this Notice require your written authorization.
YOUR RIGHTS REGARDING YOUR PHI
SUBMITTING AN AUTHORIZATION
If you need an authorization form, we will send you one for you or your personal
representative to complete. When you receive the form, please fill it out and send it to the
following address:
North East Medical Services
1520 Stockton Street
San Francisco, CA 94133
Attention: Health Information Services Manager
Or email to eroi@nems.org
You may revoke or modify your authorization at any time by writing to us at the same
address. Please note that your revocation or modification may not be effective in some
circumstances, such as when we have already taken action relying on your authorization.
ACCESS TO YOUR PHI
You may request to inspect and obtain a copy of your PHI that we maintain in medical and
billing records, for as long as we maintain such records. If you wish to access your PHI,
please provide a detailed written description of the PHI you wish to review at the address
given above. NEMS has a form titled “AUTHORIZATION TO DISCLOSE HEALTH
INFORMATION” which you may request from NEMS Health Information Services. If you
would like a copy of the information we have, your request should be made in writing and
sent to the same address.
We will respond to your request and tell you when and where you can review your PHI in
our possession within our normal business hours. If we provide you with a copy of your
PHI, we may charge a reasonable administrative fee for copying your PHI to the extent
permitted by applicable law. If we don’t have your PHI, but know who does, we will tell you
whom to contact.
In limited circumstances, we may deny your request to inspect or obtain copies of your PHI.
We will explain in writing the reason for our denial, and you will have the opportunity,
unless limited exceptions apply, to request review of the denial. We will comply with the
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outcome of the review. In addition, federal law does not entitle individuals to have access
to certain kinds of PHI, including (1) information compiled in reasonable anticipation of, or
use in, legal proceedings, and (2) other PHI to which access is prohibited by federal law.
RIGHT TO REQUEST RESTRICTIONS
You have the right to request restrictions on how we use and disclose your PHI for
treatment, payment, and health care operations. All requests must be made in writing.
NEMS has a form titled “REQUEST FOR A RESTRICTION ON USE OR DISCLOSURE
OF PROTECTED HEALTH INFORMATION (PHI)” which you may request from NEMS Health
Information Services to complete. Upon receipt, we will review your request and notify you
whether we have accepted or denied your request. If we agree to your request, we will
comply with the restriction unless a disclosure is required in order to provide you with
emergency treatment. Please note that we are not required to accept your request for
restrictions, except that we are required, based on your written request, to restrict
disclosure of your PHI to a health plan if: (1) the purpose of the disclosure is to carry out
payment or health care operations; (2) the disclosure is not otherwise required by law; and
(3) the PHI pertains solely to a health care item or service for which you or someone other
than the health plan has paid in full without any contribution from your health plan.
To request restrictions, you must make your request in writing to the HIS Department. In
your request, you must tell us: (1) what information you want to limit; (2) whether you
want to limit our use, disclosure, or both; and (3) to whom you want the limits to apply, for
example, to your spouse.
RIGHT TO CONFIDENTIAL COMMUNICATIONS
You have the right to request that we provide your PHI to you in a confidential manner. For
example, you may request that we send your PHI by an alternate means (e.g., sending by a
sealed envelope, rather than a post card) or to an alternate address (e.g., calling you at a
different telephone number, or sending a letter to you at your office address rather than
your home address). We will accommodate any reasonable request, unless it is
administratively too burdensome, or prohibited by law.
RIGHT TO AMEND YOUR PHI
You have the right to request amendments to your PHI for so long as the information is
maintained in our medical and billing records. If you wish to have your PHI corrected or
updated, please write to us and tell us what you want changed and why. NEMS has a form
titled “MEDICAL RECORD REQUEST FOR CORRECTION/AMENDMENT FORM” which you
may request from NEMS Health Information Services. We will respond to you in writing,
either accepting or denying your request. If we deny your request, we will explain why. You
may also send us an addendum that is no longer than 250 words in length for each item you
believe is incorrect. Please clearly indicate that you want the addendum to be included in
your PHI. If we accept your request, we will attach your addendum to the record(s) of your
PHI. Your amended PHI will be available for your review upon request.
RIGHT TO REQUEST AN ACCOUNTING OF DISCLOSURES OF YOUR PHI
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You have the right to request an accounting of certain disclosures that we make of your
PHI. An accounting lists disclosures we have made prior to the date of your request. You
can request an accounting by writing to us. We will respond to your request within a
reasonable period of time, but no later than 60 days after we receive your written request.
Please note that certain disclosures need not be included in the accounting we provide to
you, such as disclosures made for treatment, payment or health care operations, or
disclosures made more than 6 years prior to the date of your request.
RIGHT TO RECEIVE A COPY OF THIS NOTICE
You have the right to request and receive a paper copy of this Notice, even if you have
agreed to receive the Notice electronically. You may contact our San Francisco office for a
copy, and one will be provided to you at no charge.
RIGHT TO COMPLAIN
We must follow the privacy practices set forth in this Notice while in effect. If you have any
questions about this Notice, wish to exercise your rights, or submit a complaint, please
direct your inquiries to:
North East Medical Services
1520 Stockton Street
San Francisco, CA 94133
Attention: Compliance & Privacy Officer
(415) 391-9686
You may contact your Health Plan with your concerns as well. You also have the right to
directly complain to the Secretary of the United States Department of Health and Human
Service. We will not retaliate against you for filing a complaint against us.

RIGHTS RESERVED BY NEMS
We may use and disclose your PHI to the fullest extent authorized by law. We reserve the
rights as expressed in this Notice. We reserve the right to revise our privacy practices
consistent with law and make them applicable to all of your PHI that we maintain,
regardless of when it was received or created. If we make material or important changes to
our privacy practices, we will promptly revise our Notice. Unless the changes are required
by law, we will not implement material changes to our privacy practices before we revise
our Notice.
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NON-DISCRIMINATION DISCLOSURE
North East Medical Services (NEMS) complies with applicable Federal civil rights laws and does not discriminate on the basis of race,
color, national origin, age, disability, or sex. NEMS does not exclude people or treat them differently because of race, color, national
origin, age, disability, or sex. NEMS:
• Provides free aids and services to people with disabilities to communicate effectively with us, such as:
o Qualified sign language interpreters
o Written information in other formats (large print, audio, accessible electronic formats, other formats)
• Provides free language services to people whose primary language is not English, such as:
o Qualified interpreters
o Information written in other languages
If you need these services, contact NEMS Member Services Department. If you believe that NEMS has failed to provide these
services or discriminated in another way on the basis of race, color, national origin, age, disability, or sex, you can file a grievance
with: NEMS Member Services Department, 1520 Stockton St, San Francisco, CA 94133, 415-391-9686 ext. 8160, Fax: 415-433-4726.
You can file a grievance in person, by mail or fax. If you need help filing a grievance, NEMS Member Services Department is available
to help you. You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for Civil Rights
electronically through the Office for Civil Rights Complaint Portal, available at https://ocrportal.hhs.gov, or by mail or phone at: U.S.
Department of Health and Human Services, 200 Independence Avenue SW., Room 509F, HHH Building, Washington, DC 20201,
1-800-868-1019 (TDD 1-800-537-7697). Complaint forms are available at https://www.hhs.gov/ocr/complaints/index.html.

LANGUAGE ASSISTANCE SERVICES AVAILABLE
Spanish
ATENCIÓN: Si habla español, tiene a su disposición servicios
gratuitos de asistencia lingüística. Llame al 415-391-9686 ext.
8160 (TTY: 1-800-735-2929)
Chinese
注意：如果您使用中文，您可以免費獲得語言援助服務。
請致電 415-391-9686 ext. 8160 (TTY: 1-800-735-2929)。
Vietnamese
CHÚ Ý: Nếu bạn nói Tiếng Việt, có các dịch vụ hỗ trợ ngôn ngữ
miễn phí dành cho bạn. Gọi số 415-391-9686 ext. 8160
(TTY: 1-800-735-2929).
Korean
주의: 한국어를 사용하시는 경우, 언어 지원 서비스를 무료로
이용하실 수 있습니다. 415-391-9686 ext. 8160

(TTY: 1-800-735-2929) 번으로 전화해 주십시오.
Tagalog
PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang
gumamit ng mga serbisyo ng tulong sa wika nang walang bayad.
Tumawag sa 415-391-9686 ext. 8160 (TTY: 1-800-735-2929).
Burmese
သတိျပဳရန္ - အကယ္၍ သင္သည္ ျမန္မာစကား ကို ေျပာပါက၊ ဘာသာစကား

အကူအညီ၊ အခမဲ့၊ သင့္အတြက္ စီစဥ္ေဆာင္ရြက္ေပးပါမည္။ ဖုန္းနံပါတ္ 415-

391-9686 ext. 8160 (TTY: 1-800-735-2929) သုိ႔ ေခၚဆိုပါ။
Arabic
 ﻓﺈن ﺧﺪﻣﺎت اﻟﻤﺴﺎﻋﺪة اﻟﻠﻐﻮﯾﺔ ﺗﺘﻮاﻓﺮ ﻟﻚ، إذا ﻛﻨﺖ ﺗﺘﺤﺪث اذﻛﺮ اﻟﻠﻐﺔ:ﻣﻠﺤﻮظﺔ
ext. 8160 9686-391 (415)  اﺗﺼﻞ ﺑﺮﻗﻢ.ﺑﺎﻟﻤﺠﺎن
.(2929-735-800-1:)رﻗﻢ ھﺎﺗﻒ اﻟﺼﻢ واﻟﺒﻜﻢ
Russian
ВНИМАНИЕ: Если вы говорите на русском языке, то вам
доступны бесплатные услуги перевода. Звоните
415-391-9686 ext. 8160 (телетайп: 1-800-735-2929).
NEMS Rev. 03/2020

Japanese
注意事項：日本語を話される場合、無料の言語支援をご利用
いただけます。415-391-9686 ext. 8160（TTY:1-800-7352929）まで、お電話にてご連絡ください。

Armenian
ՈՒՇԱԴՐՈՒԹՅՈՒՆ՝ Եթե խոսում եք հայերեն, ապա ձեզ
անվճար կարող են տրամադրվել լեզվական աջակցության
ծառայություններ: Զանգահարեք 415-391-9686 ext. 8160
(TTY (հեռատիպ)՝ 1-800-735-2929):
Farsi
 ﺗﺳﮭﯾﻼت زﺑﺎﻧﯽ ﺑﺻورت راﯾﮕﺎن ﺑرای، اﮔر ﺑﮫ زﺑﺎن ﻓﺎرﺳﯽ ﮔﻔﺗﮕو ﻣﯽ ﮐﻧﯾد:ﺗوﺟﮫ
415-391-9686 ext. 8160 (TTY: 1-800-735-2929)  ﺑﺎ.ﺷﻣﺎ ﻓراھم ﻣﯽ ﺑﺎﺷد
.ﺗﻣﺎس ﺑﮕﯾرﯾد
Punjabi
ਿਧਆਨ ਿਦਓ: ਜੇ ਤੁ ਸ� ਪੰਜਾਬੀ ਬੋਲਦੇ ਹੋ, ਤਾਂ ਭਾਸ਼ਾ ਿਵੱਚ ਸਹਾਇਤਾ ਸੇਵਾ ਤੁ ਹਾਡੇ ਲਈ
ਮੁਫਤ ਉਪਲਬਧ ਹੈ। 415-391-9686 ext. 8160 (TTY: 1-800-735-2929)
'ਤੇ ਕਾਲ ਕਰੋ।
Cambodian
្របយត
័ � ៖ េបស
ើ ន�អ
ិ
� កន�យ
ិ
��ែខ� រ, េស�ជន
ំ ួ យែផ�ក��
េ�យមិនគតឈ
ិ
�ល
� គឺ�ច�នសំ�បប
់ េរ
ំ អ
� � ក។ ចូ រ ទូ រសព
័ �
415-391-9686 ext. 8160 (TTY: 1-800-735-2929)។
Hmong
LUS CEEV: Yog tias koj hais lus Hmoob, cov kev pab txog lus, muaj
kev pab dawb rau koj. Hu rau 415-391-9686 ext. 8160
(TTY: 1-800-735-2929).
Hindi
ध्यान द�: य�द आप �हंदी बोलते ह� तो आपके िलए मुफ्त म� भाषा सहायता
सेवाएं उपलब्ध ह�। 415-391-9686 ext. 8160 (TTY: 1-800-735-2929)
पर कॉल कर� ।
Thai
เรียน:ถาคุณพดภาษาไทยค
ู
ุณสามารถใชบร
 ิการชวยเหล

ือทางภาษ
าไดฟรี โทร 415-391-9686 ext. 8160 (TTY: 1-800-735-2929).

